HONEY MESH / PUBLIC TEST RECORD

Proof of selective defense

Three distinct test tracks show what HoneyMesh did in a disposable federation lab, an isolated Node integration,
and a bounded live Exchange canary. Each claim below is limited to the traffic and environment tested.

Federation One manual IPv4 ban reached three hosts; 15 host/traffic Disposable AMD64 lab, five traffic cases.
cases stopped replying while controls replied.

Node integration A signed app event caused a selective IPv4 packet drop; an Disposable veth, separate reference app; no
isolated matrix also passed IPv6 and release/expiry checks. production multi-app pilot.
Live Exchange Exact test-source IPv4 and IPv6 HTTPS paths stopped Short public canary, not sustained load or

replying after the agent recorded kernel application; controls general attack detection.
stayed reachable.

The local app-to-agent ban in the live canary was not forwarded to other networks. The federation test used a separate, operator-issued
manual ban.
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01/ THREE-HOST FEDERATION LAB

A manual ban crossed a trusted mesh

An operator banned a test source on host A. Signed sharing reached trusted hosts B and C, which recorded the
ban as a remote mesh action. Before the ban, the source reached all three hosts. Afterward, it received no reply
on the five tested cases. A separate unbanned source continued to receive replies.

TCP 80 3/3 replied 3/3 no reply 3/3 replied
TCP 8448 3/3 replied 3/3 no reply 3/3 replied
UDP 53 3/3 replied 3/3 no reply 3/3 replied
UDP 9999 3/3 replied 3/3 no reply 3/3 replied
ICMP echo 3/3 replied 3/3 no reply 3/3 replied

The client probes used a bounded timeout; 'no reply' is not a packet-capture count. The final result followed a corrected probe and fresh ban
after an initial script labeling error.

What this establishes

Selective manual-ban propagation and enforcement across the five tested IPv4 cases on three AMD64 hosts. It
does not measure automatic detection, propagation speed, other hosts, or production traffic.

HoneyMesh | Public proof summary | 31 October 2026 Page 2



02 / NODE-TO-AGENT INTEGRATION

Application evidence reached the
kernel

A separate plain Node service imported the HoneyMesh Node Guard package. In an isolated test, repeated invalid
signatures from a designated source caused one signed event. The agent validated the event, applied a
generic-XDP source rule, and the source lost ICMP replies while a control source kept replying. Switching to TEST
removed the rule and restored reachability.

A broader isolated matrix

The exact agent binary used on the Exchange also passed selective IPv4 and IPv6 veth drops, unlisted-source
exclusion, loopback rejection, TEST-mode release, and a short rule's natural expiry. The public interface was not
used in these isolated runs.

Trust boundary

The Node app sends bounded evidence over a protected local socket. The agent decides whether to apply a local
packet rule according to mode, source scope, and policy. The current production bridge binds one app identity to
one socket credential; a second app has not been attached to the production agent.
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03/ LIVE EXCHANGE CANARY

The live site stayed reachable to
controls

A disposable independent client supplied one exact IPv4 and one exact IPv6 test address. The Exchange
machine API returned 40 unauthenticated 401 responses for each family. The agent then recorded a
kernel-applied local rule; subsequent HTTPS probes from that test source received no HTTP response.
Independent controls continued to receive HTTP 200 over both families.

Recovery check Observed result

Operator release Switching the agent to TEST released each rule; the affected client reached the site again.

Natural expiry A separate 120-second IPv4 rule expired; the test client returned to normal site and API responses.

Final state Agent TEST, app packet auto-blocking off, public XDP detached, zero agent bans, both services healthy;

disposable client deleted.

The application did not return 429 during the public bursts: the packet rule was applied after the 40th 401, so the next test-source requests
received no HTTP response. Dedicated XDP drop counters and packet capture were not collected.
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